
Limiting Risks in Information Technology Contracts –  
An Analysis of Indemnification versus Insurance1 

 
 

In the age of the Internet, information technology contracts have become a common 
reality for almost every business.  Companies have information technology contracts in place for: 
network access, email and/or web hosting, software licenses, hardware licenses, system 
agreements and even security or privacy protection for the company’s information.  As with any 
type of contract, the parties need to cover the basic terms: definition of services, license rights, 
fees, confidentiality, and any representations or warranties to be given.  The parties also consider 
the risks, both legal and business related, to determine what limits, if any, need to be included to 
protect against known or predictable risks. 

 
Without addressing the risks and the right to shift the obligation and/or burden of the risk 

to one party or the other, the parties will likely end up in court litigating who’s responsible when 
one of the risks is realized.  Many companies insure themselves against known risks, e.g. 
Commercial General Liability or Errors & Omissions.  Insurance contracts help protect the 
company from the possible bad act of an employee or agent, or other damages for which the 
company may be liable. 

 
Likewise in information technology contracts, the parties may require that the performing 

party carry certain levels of insurance coverage for those types of insurance policies likely to 
cover the liabilities in the contract.  For example, if a small software vendor licensed its software 
to a Fortune 50 client, depending on the relevance of the software to the client’s business, it 
would be possible that the damages from the Fortune 50 client could exceed the total value of the 
vendor’s business.  To protect against this type of risk, the client might mandate that the vendor 
carry $X million in coverage for CGL, E&O, etc. 

 
There is still the risk that a third party might bring a claim that affects one of the parties to 

the contract.  For example, a third party might claim that the vendor’s software infringed the third 
party’s copyright in the software programming code used in the software sold to client.  This claim 
would impact the vendor, but the claim could also be brought against the client as an additional 
infringer for using the purported infringing software. 

 
The purpose of an indemnification provision is to shift the burden of a risk to that party 

which has the ability to eliminate, reduce or control the risk.  In a third party claim for copyright 
infringement, only the software vendor who created the software, would have the ability to control 
against the risk of copyright infringement.  This is a typical example where the parties would 
choose to shift the risk so the vendor would agree to “indemnify, defend and hold harmless” the 
client from any such third party intellectual property claims. 
 
1. Generally 
 

Insurance contracts are often referred to as "contracts of indemnity" even though in the 
information technology world insurance and indemnity provisions are two very distinct and 
separate things.  The case law interpreting insurance contracts may also provide an insight into 
how a court might interpret an indemnity agreement between two parties.  In many cases, courts 
have borrowed from case law interpreting insurance contracts to provide a useful framework for 
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interpreting indemnity agreements or provisions.  Some of these concepts are discussed below. 
    

Yet in several respects, insurance contracts are very different from indemnity agreements 
or provisions.  While an insurance contract is written by an insurance company whose primary 
business is to assume specific risks of loss in consideration of a premium, an indemnity 
agreement is usually set up as a risk-sharing agreement between two contracting parties where 
indemnification is provided ancillary to and in furtherance of some other independent 
transactional relationship between the parties.2  Because of this, insurance concepts will not 
always govern indemnity provisions.  For example, in an insurance contract, any ambiguity 
regarding the terms of the insurance contract is resolved in favor of the insured.3  In contrast, 
when courts apply traditional contract principles in construing an indemnity provision,4 an 
ambiguity is construed against the party who drafted the contract or the indemnitee, if the contract 
was mutually negotiated.5  Indemnity provisions are generally strictly construed if they attempt to 
shift causal fault from one party to another.6 

 
Parties to an information technology contract must also consider if they want to include 

first party indemnification obligations.  For example, a Fortune 50 company may be in a position 
to demand that a software vendor indemnify it if the vendor breaches a contract obligation such 
as a representation, warranty or confidentiality.  Generally speaking, such first party 
indemnifications obligations are harder to acquire and primarily serve as an incentive for the 
parties to resolve such claims between themselves as the cost for litigating the claims would be 
borne by the alleged infringing vendor.  See below for example provisions. 
 
2. The Duty to Defend 
 

2.1. Insurance Contracts 
 

In most insurance contracts, the insurer agrees to: (i) indemnify or pay certain covered 
losses for which the policyholder is responsible; and (ii) defend the policyholder from lawsuits for 
which the policy provides coverage through retaining and compensating an attorney.  These dual 
obligations are commonly referred to as the "duty to indemnify" and the "duty to defend".  The 
duty to defend and the duty to indemnify are separate obligations.  Both of these duties rest on 
contract.  The duty to defend is distinct from and broader than the duty to indemnify.7  Thus, even 
though the underlying action produces a result that does not trigger a duty to indemnify under an 
insurance policy, the insured still may have a duty to defend.8 
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As a general rule, the obligation to defend is generally determined by comparing the 
complaint with the terms of the policy language.9  This applies even where the allegations of a 
complaint are groundless or frivolous.10  If any part of the lawsuit is arguably within the scope of 
coverage, the insurer must defend the lawsuit.11  If any claim is arguably covered, the insurer 
must provide a defense against all claims.  Some liability policies do not provide a duty to defend.  
Others provide that the insurer will reimburse the policyholder for legal fees incurred in defending 
an action covered by the policy. 
   

2.2. Indemnity Contracts  
 

Similar principles would likely guide the interpretation of an indemnity provision.  If the 
indemnitor undertakes a "duty to defend", then the indemnitor would be expected to defend the 
indemnitee against the claim through appointment of an attorney or reimbursement of defense 
costs.  In contrast, if the indemnitor has only agreed to indemnify (and not specifically to defend 
the indemnitee) the obligation to indemnify would arise only when the indemnitee sustains an 
actual loss.12  This means that the indemnitee must make payment on an underlying claim, 
judgment or settlement in order to trigger the indemnitor's obligation to indemnify or reimburse the 
indemnitee.  If the indemnification provision provides for indemnification against liability, the 
indemnitor's obligations arise as soon as liability is fixed.13  
 
3. Notice of a Claim  
 

3.1. Insurance Contracts 
 

In an insurance context, a policyholder must "tender the defense" to the insurer.  
Generally, the policyholder need only give notice of the lawsuit to the insurer and an opportunity 
to defend.14  Once notice is given, the insurer may have the responsibility to contact the insured 
to determine whether the assistance of the insurer is needed.15  Without a proper tender, the duty 
to defend is not invoked and the insurer cannot be responsible for defense costs incurred by the 
policyholder.16  To ensure it is proper, the tender of defense should be in writing, attach the claim 
or lawsuit, and ask the insurer to defend the claim or lawsuit. 

 
Policy provisions that impose a duty to defend on the insurer also have the effect of 

giving the insurer exclusive control over the litigation.17  Even where an insurer does not have a 
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duty to defend, the insured should provide the insurer with notice of the claim because the duty to 
indemnify is usually conditioned on the right to control litigation.18   
 

3.2. Indemnity Contracts 
 

In an indemnity context, unless an indemnity agreement contains a specific provision to 
the contrary, an indemnitee may not be required to give the indemnitor notice of claims against 
the indemnitee.19  If, however, the parties contractually established that proper notice was a 
condition precedent to liability under an indemnification provision, an indemnitee's failure to give 
notice to the indemnitor may bar the indemnitee's claim.20 
 
4. Settlement 
 

4.1. Insurance Contracts 
 

In an insurance context, the insurer generally retains the right to control settlement 
through its policy provisions.  If, however, the insurer unjustifiably refuses to defend or otherwise 
disputes the existence of insurance coverage, the insured may make a reasonable settlement 
without losing its right to recover from the insurer under the policy.21  Under those circumstances, 
some jurisdictions provide that the policyholder may have the right to enter into a stipulated 
judgment in which the policyholder acknowledges that there is a potential that judgment may be 
entered against him and stipulates to entry of judgment for a specific amount.22  Judgment is 
entered on that amount, and the injured claimant agrees not to execute judgment and allows the 
claimant to proceed in an action against the insurer.  If an insurer is defending under a 
reservation of rights, the insurer generally is entitled to notice before the agreement is 
completed.23  If an insurer has made an outright denial of coverage, the insurer may lose its right 
to notice.24  
 

4.2. Indemnity Contracts  
 

In an indemnity context, the rules are similar.  If the indemnitor has accepted its 
indemnity obligations, the indemnitor would control settlement.  If the indemnitor has denied its 
obligations or failed to approve settlement of the claim, the indemnitee generally has the right to 
enter into a reasonable settlement without consultation with the indemnitor.25  This holds true 
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even where the indemnity provision provides that the indemnitor cannot consummate a 
settlement without the indemnitor's consent.26  In general, however, the indemnitee owes a duty 
of good faith to its indemnitor.  Any act by the indemnitee that prejudices the indemnitor's rights 
will release the indemnitor's obligations to the extent of the prejudice.27 

 
5. Defenses to indemnity obligations 

 
There are problems with indemnification provisions because there are certain defenses a 

indemnitor can use to avoid its obligation to indemnify and defend.  For example, there are 
contract defenses based on “public policy” grounds, including: shifting punitive damages, causal 
nexus (contract of insurance), and indemnification against fault.  A court may also consider 
“unconscionability” grounds for holding the provision unenforceable, but this is more difficult to 
assert in a mutually negotiated contract. 

 
A court may also look to “consumer considerations” to determine if the enforcement of 

the provision would be appropriate.  This is especially true under a unilateral business-to-
consumer license situation.  The consumer considerations assessment is in some aspect a blend 
of public policy and unconscionability grounds for ruling a provision is void and unenforceable.  In 
general this is a rule that an exculpatory clause (e.g., indemnification and/or cap on damages) 
may be unenforceable if the indemnitee provided a public service.28 

 
6. Sample Provisions 
 

6.1. Examples of insurance provisions: 
 

6.1.1. First Example: 
 
Insurance.  Licensor shall maintain (and cause its permitted subcontractors, if any, to 

maintain) insurance coverage with carriers acceptable to CUSTOMER and in the amounts set 
forth below. Licensor shall furnish to CUSTOMER either a certificate showing compliance with 
these insurance requirements or certified copies of all insurance policies within 10 days of 
CUSTOMER’s written request.  The certificate will provide that CUSTOMER will receive 30 days’ 
prior written notice from the insurer of any termination or reduction in the amount or scope of 
coverage. Licensor’s furnishing of certificates of insurance or purchase of insurance shall not 
release Licensor of its obligations or liabilities under this contract.   

 
(a) Workers’ Compensation: statutory limits for the state(s) in which this Agreement is to 

be performed (or evidence of authority to self insure);  
 
(b) Employer’s Liability: $500,000 each accident for bodily injury by accident and 

$500,000 each employee for bodily injury by disease;  
 
(c) Commercial General Liability covering liability arising from premises, operations, 

independent contractors, products/completed operations, personal injury and advertising injury, 
and liability assumed under an insured contract:  $5,000,000 each occurrence;  

 
(d) Automobile Liability (including owned, non-owned and hired vehicles):  $1,000,000 

each accident; and  
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28 Yang v. Voyagaire Houseboats, Inc., 701 N.W.2d 783, 790-91 (Minn.2005). See also, Johanns v. Minnesota Mobile 
Storage, Inc., 720 N.W.2d 5 (Minn.App.,2006). 



(e) Errors & Omissions/Professional Liability:  Limits of not less than $1,000,000 per 
occurrence. 
 

6.1.2. Second Example: 
 

Without limiting Vendor’s liability to Customer or its Affiliates under this Agreement, 
Vendor, at its sole cost and expense, will maintain adequate insurance coverage for Vendor 
Personnel to protect Customer and its Affiliates from any losses or claims which may arise out of 
the performance of Services under this Agreement.  Such coverage will include (i) statutory 
workers’ compensation and employers liability insurance with limits not less than $500,000 each 
accident for bodily injury by accident or $500,000 each employee for bodily injury by disease, 
disability and unemployment insurance for all Vendor Personnel, (ii) commercial general liability 
insurance (including contractual liability coverage, broad form property damage liability and 
personal, bodily and advertising injury liability) covering all Vendor Personnel engaged in the 
performance of Services hereunder, with limits of at least $5,000,000 each occurrence, (iii) 
professional liability insurance covering Vendor and Vendor Personnel with a limit of not less than 
$1,000,000 per occurrence, (iv) internet liability insurance including, without limitation, 
unauthorized access, unauthorized use, virus transmission, denial of service, personal injury, 
advertising injury, failure to protect privacy and intellectual property infringement covering the 
liability of Vendor and the liability of Customer and its Affiliates arising out of the design and 
development of the systems used to operate and maintain the Services with a minimum limit of 
not less than $5,000,000 per occurrence, and (v) automobile liability insurance, covering Vendor 
Personnel engaged in the performance of Services hereunder with limits of at least $2,000,000 
each accident.  Vendor will add Customer as an “additional insured” to Vendor’s commercial 
general liability and automobile liability policies. Vendor will ensure that the insurance carrier 
and/or Vendor will provide thirty (30) days advance written notice to Customer before termination, 
change or cancellation takes effect of any coverage under such policies evidenced on such 
certificate, regardless of whether cancelled by Vendor or the insurance carrier.  Such insurance 
will be primary and noncontributory to any insurance maintained by Customer.  Vendor will submit 
certificates of insurance to Customer on Customer’s request.   

 
All of the insurance policies required to be obtained pursuant to this Agreement will be 

with companies licensed to do business in the state where the Services will be performed and 
rated no less than Standard and Poor’s AAAa to Claims Paying Ability or BBq to Qualified 
Solvency Rating as to financial rating and no less than A- as to Policy Holder’s Rating in the 
current edition of Best’s Insurance Guide (or with an association of companies each of the 
members of which are so rated).  The foregoing requirements as to the types and limits of 
insurance coverage to be maintained by Vendor and any approval or waiver of said insurance by 
Customer is not intended to and will not in any manner limit or qualify the liabilities and 
obligations otherwise assumed by Vendor pursuant to this Agreement, including but not limited to 
the provisions concerning the indemnification obligations of Vendor. 

 
6.1.3. Third Example: 

 
Upon execution of this License Agreement, Vendor shall provide Licensee with a 

certificate of its respective insurance coverage with the limits clearly defined, which limits shall be 
no less than $1,000,000 per occurrence and $3,000,000 in the aggregate.  In addition, Vendor 
shall maintain such respective insurance coverage during the term of this License Agreement. 

 
6.1.4. Fourth Example: (blend of insurance and indemnity) 

 
Insurance.  Vendor agrees to carry and maintain in force at all times during the term of 

this Agreement the lines of insurance coverage with minimum policy limits as follows: (a) 
Workers’ Compensation – Statutory with limits as prescribed by applicable state law and 
Employment Practices Liability with limits of $1,000,000.00, per accident and in the aggregate; (b) 
Commercial General Liability with limits of $5,000,000.00, combined single limit bodily injury and 



property damage, per occurrence and in the aggregate; and (c) Business Automobile Liability with 
limits of $1,000,000.00, combined single limit, each accident; and Professional (Errors and 
Omissions) liability coverage with a minimum combined single limit of $1,000,000.  Vendor 
agrees to provide to Licensee certificates of insurance evidencing coverage upon Licensee’s 
request.  Vendor agrees to indemnify and hold Licensee harmless from all claims, losses, 
expenses, fees (including attorneys’ fees), costs and judgments that may be asserted against 
Licensee that result from the acts or omissions of Vendor or Vendors’s employees, agents or 
subcontractors. 
 

6.2. Examples of indemnity provisions: 
 

6.2.1. First Example: 
 

In the event an injunction is sought or obtained against use of the Vendor System or in 
Vendor’s reasonable opinion is likely to be sought or obtained, Vendor shall within a commercially 
reasonable time, at its option and expense, either (a) procure for Client the right to continue to 
use the infringing Vendor System as set forth in this Agreement, (b) replace or modify the same 
to make its use non-infringing while being capable of performing the similar function without 
degradation of performance, or (c) if neither of the foregoing options is commercially reasonable, 
Vendor may terminate Client’s use of such infringing material and, at Client’s request and 
direction, will terminate Client’s use of any other Services that is dependent upon or are materially 
interrelated with the infringing material.  Vendor shall have no indemnity obligation to Client under 
this Section to the extent the claim(s) of infringement is based upon: (i) any use of the Vendor 
System, Services, or Documentation by Client in material breach of this Agreement, (ii) any use 
of the Vendor System, Services or Documentation by Client in conjunction with any third party 
product, data, hardware or software not provided or recommended by Vendor, or (iii) any Client 
Content. In the event Client is enjoined from using all or any part of the Vendor System through 
no fault of its own, Client shall be entitled to a pro-rata refund of fees paid in advance under this 
Agreement.  

 
6.2.2. Second Example: 

 
COMPANY Indemnification.  COMPANY will indemnify, defend, and hold harmless 

VENDOR and its directors, officers, partners, employees and Contractors (the “VENDOR 
Indemnified Parties”) against any and all losses, liabilities, judgments, awards and costs 
(including reasonable legal fees and expenses) in any claim, action, suit or proceeding 
(individually and collectively, “Claim”) arising out of an allegation that the Services, whether 
individually or in combination with any other work, infringes any federal or state law or regulation. 

 
VENDOR Indemnification.  VENDOR will indemnify, defend, and hold harmless 

COMPANY and its affiliates, directors, officers, partners, employees and agents (the “COMPANY 
Indemnified Parties”) against any and all losses, liabilities, judgments, awards and costs 
(including reasonable legal fees and expenses) in any Claim arising out of an allegation that the 
VENDOR Software infringes any third party’s Intellectual Property Rights.  If a court or a 
settlement enjoins the use of the VENDOR Software, or if in VENDOR’s reasonable opinion, the 
VENDOR Software is likely to become the subject of a claim of infringement, VENDOR will have 
the option of (i) modifying the VENDOR Software so that it becomes non-infringing, (ii) 
substituting a substantially equivalent non-infringing Technology, (iii) obtaining for COMPANY a 
license to continue using the VENDOR Software at no additional cost or liability to COMPANY, or 
(iv) if no non-infringing substitute is possible, VENDOR may terminate this Agreement 
immediately. 

 
COMPANY will indemnify, defend and hold harmless the VENDOR Indemnified Parties 

from and against any and all Claims relating to personal injury, bodily injury or death or damage 
to tangible personal property to the extent arising directly out of any negligent or wrongful act or 
omission of COMPANY, its employees, contractors or Contractors in the course of performing 



COMPANY’s obligations hereunder. 
 

6.2.3. Third Example: 
 
INDEMNITIES. INFRINGEMENT.  Vendor, at its sole expense, agrees to defend, 

indemnify and hold harmless Client against any claim and all liability, suits, losses, damages and 
fees (including reasonable attorney fees when Vendor is unable to provide counsel), arising out of 
the use of the Licensed Products, in connection with any allegations that the Licensed Products 
or Modifications infringes a copyright, patent, trademark, trade secret, or other proprietary right of 
a third party.  Client will notify Vendor in writing within thirty (30) days of the claim and will provide 
Vendor with the information, reasonable assistance and authority to enable Vendor to perform 
Vendor’s obligations under this paragraph.  Vendor has sole control of the defense and all related 
settlement negotiations.  Vendor shall have no liability for any claims of infringement to the extent 
that such claims result from the use of the Licensed Products in conjunction with non-Vendor 
software or other non-Vendor products or upon a use of the Licensed Products in a manner not 
contemplated by the Published Product Specifications. Nothing in this provision shall be 
construed as a limitation on Client’s ability to retain legal counsel at its own expense to monitor 
the proceedings.  The obligations of Vendor stated in this section survive termination where there 
has been termination of use, expiration, non-renewal, or rescission of this Agreement provided 
Client is using the latest version of the Software at the time of termination. 

 
Vendor further agrees that if Client is prevented from using the Licensed Product(s) due 

to an actual or claimed infringement of any patent, copyright or other intellectual property right, 
then at Vendor’s option and sole expense and except as provided in the paragraph above, 
Vendor shall promptly either: 
(i) procure for Client, at Vendor’s expense, the right to continue to use the Licensed 
Product(s); 
(ii)  replace or modify the Licensed Product(s) at Vendor’s expense so that the Licensed 
Product(s) become non-infringing, but functionally-equivalent and compatible; or 
(iii)  in the event that neither (i) or (ii) are reasonably feasible, Client may terminate the 
Agreement as to the infringing Licensed Product(s) and Vendor will refund: (a) Client’s License 
Fees for the infringing Licensed Product(s) amortized over a five (5) year straight-line 
depreciation period from the execution of the Agreement; and (b) the Customer Support and 
Enhancement Fees paid by Client for that Licensed Product(s) based on the then-current 
subscription period.  Said refund will not bar Client from pursuing any other remedies provided 
under the terms of this Agreement. 

 
6.2.4. Fourth Example: 

 
Vendor shall defend, indemnify and hold harmless Client against any and all liability, 

suits, claims, losses, damages and fees (including reasonable attorney’s fees), arising out of the 
use of the Software, in connection with any allegations that the Software infringes any patent, 
copyright, trademark, trade secret, or violates any other proprietary right of a third party.  Vendor 
shall be given reasonably prompt notice of such claim, and given information, reasonable 
assistance (except financial), and sole authority to defend or settle the claim.  The obligations of 
Vendor stated in this section survive termination, expiration, non-renewal, or rescission of this 
Agreement. 

 
6.2.5. Fifth Example: 

 
Defense and Indemnification Obligations.  Licensor agrees to indemnify, defend and hold 

harmless CUSTOMER its Affiliates, successors, officers, directors, shareholders, employees, 
agents and Third Party Service Providers (“Indemnified Parties”) from and against all losses, 
liabilities, judgments, awards, damages, expenses, costs, and fees, including reasonable 
attorneys’ fees, arising from: (a) any claim, lawsuit, action or proceeding (each a “Claim”) brought 
against an Indemnified Party by a third party (other than an Affiliate) alleging that the Software 



and/or Developed Work infringes any copyright, trademark, patent or other proprietary right or 
misappropriates any trade secret; (b) any Claim brought against an Indemnified Party by a third 
party arising out of any breach by Licensor of any of the terms and conditions of this Agreement; 
(c) the death or bodily injury of any agent, employee, customer or business invitee of an 
Indemnified Party caused by Licensor or its Agents; (d) the damage, loss or destruction of any 
tangible property of an Indemnified Party caused by Licensor or its Agents; or (e) any Claim by 
Licensor’s Agents against an Indemnified Party for benefits and/or labor practices including any 
claims for discrimination, harassment, wages, benefits, retaliation, wrongful termination, or any 
other employment and/or labor related cause of action whatsoever, to the extent that such Claims 
arise from, are related to, or are connected with the working conditions or the work or Support or 
Professional Services performed under this Agreement.  An Indemnified Party shall provide 
Licensor: (i) reasonably prompt written notice of the existence of such Claim; (ii) control over the 
defense or settlement of such Claim, provided that Licensor shall not settle such Claim without 
the Indemnified Party’s prior written consent, which consent shall not be unreasonably withheld, 
and provided that the Indemnified Party shall have the right to participate in the defense of any 
such Claim at its expense and through counsel of its choosing; and (iii) non-financial assistance 
at Licensor’s request to the extent reasonably necessary for the defense of such Claim.  A failure 
by an Indemnified Party under this Section 8.1, shall only affect Licensor’s obligations under this 
Section to the extent such failure materially prejudices Licensor’s ability to defend a Claim under 
this Section. 
 
7. Conclusion 
 

The parties are generally free to shift the burden of risks to the party capable of 
controlling such a risk through an indemnification provision, but in analyzing this shift, courts will 
strictly construe against the drafter of the contract and/or indemnitee.  Limiting risk by mandating 
certain levels of insurance coverage and requiring your company to be added as beneficiary is a 
cleaner level of coverage as a court will decide an ambiguity in favor of the insured.  Insurance, 
however, requires the benefited party to jump through certain hoops (e.g. notice, tender, etc.) and 
still the first assessment will be to assess the claim to determine if it is covered by the particular 
policy.  In either case, the parties should clearly understand the benefits and limits of risk 
reduction through insurance or indemnification.  The biggest benefit to such provisions may 
ultimately be that the liable party has an incentive to settle without taking the matter to court. 
  


